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C4Z:  WEAPON  OR  ACHILLES’  HEEL  ??? 


CHAPTER  Z 


INTRODUCTION 


Throughout  history,  military  organisations  have  been 
confronted  with  a  tension  between  constancy  ard  change- 
the  constant  requirement  to  field  and  control  effective 
cmnbat  forces  and  the  changing  technology  to  accoBq>lish 
that  task.  Nowhere  has  the  dynamic  tension  between 
constancy  and  change  been  more  pressing  than  in  the  area 
of  command,  control  and  communications.  The  needs  of  the 
ground  commander  to  control  and  coordinate  forces  have 
changed  very  little  in  history.  Yet,  today's  technology 
offers  unique  opportunities  and  unprecedented  challenges. 

The  United  States  will  never  send  forces  from  just  a 
single  siilitary  service  to  major  combat  in  the  future. 

All  future  major  combat  operations  will  combine  the 
capabilities  of  each  of  l^e  military  departments  under 
the  joint  coiabatant  commanders.^ 


Senator  Sam  Nunn 
Chairman ,  SASC 


Background.  Even  in  the  times  of  Sun  Tzu  and  Clausewitz, 
the  successful  application  of  principles  of  war  required  the 
application  of  good  command,  control,  communications  and 
intelligence  (C^I)  .  Commanders  in  the  field  needed  to  Icnow 
the  strengths,  weaknesses,  and  dispositions  of  their  eneo^ 
(intelligence  factors) ,  and  they  needed  to  be  able  to 
communicate  with  both  their  superiors  and  their  subordinates 
in  order  to  effectively  capitalize  on  developments  on  the 
battlefield.  The  coimaander  could  not  apply  the  principle  of 
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nass  at  the  decisive  time  and  place  if  he  could  not 
communicate  with  his  forces  when  necessary.  Unfortunately, 
technology  had  not  yet  evolved  sufficiently  to  provide  the 
commander  in  Stan  Tsu's  or  Clausewits's  time  with  the  tools  he 
needed  to  fully  exploit  the  principles  of  war.  Instead  of 
eiq;>loying  envelopments  and  maneuver,  massive  numbers  of  troops 
were  used  in  frontal  assaults.  Resulting  heavy  casualties 
were  the  order  of  the  day.  Even  as  late  as  World  War  X 
opposing  forces  were  still  involved  in  siassive  frontal 
assaults.  The  principles  of  war  had  remained  the  same,  but 
the  technology  eaployed  by  warfighters  (taxdcs,  machine  guns, 
artillery,  gas)  had  exponentially  raised  the  level  of  death 
and  destruction. 

Evolution .  Today  the  commander  is  faced  with  the  task  of 
applying  many  of  the  same  principles  of  war  as  those  developed 
and  espoused  centuries  ago  by  Sun  Tzu  and  Clausewitz.  Only 
today  thr.  environment  is  much  more  complex  and  the  potential 
results  much  more  deadly.  Fortunately,  today’s  commander  has 
siany  laore  capabilities  in  his  tool  bag  to  enhance  his  success. 
These  force  multipliers  provide  the  commander  with  both  a 
clearer  picture  of  the  battlefield  and  the  means  through  which 
to  defeat  the  enemy  "t  controlling  his  forces,  concentrating 
fir^ower  and  capitalizing  on  the  enemy's  weaknesses.  Warfare 
today  involves  the  use  of  space  systems,  high  speed 
communications  and  imagery  systems,  expert  information 


systttms,  remote  senaors,  standoff  precision  guided  weapons, 
and  potentially  even  weapons  of  mass  destruction.  And  the 
list  goes  on!  For  the  theater  commander,  the  successful 
application  of  these  awesome  capabilities  (or  defense  against 
them)  requires  the  effective  integration  of  conplea  systems  in 
a  manner  which  supports  all  levels  of  command,  all  types  of 
operations,  and  spans  the  boundaries  of  all  Services.  To  do 
this  the  commander  must  be  aware  of  the  strengths  and 
limitations  of  these  systems  and  be  able  to  influence  their 
future  development  and  ooployment. 

Ho  longer  will  United  States  forces  be  employed  as 
separate  services  in  response  to  aiajor  regional  problemis. 
Consequently,  it  is  vitally  important  for  the  systems  of  the 
Services  to  fully  support  their  needs  as  well  as  the  needs  of 
the  theater  commander.  Integration  must  be  both  lateral  and 
vertical.  Whether  the  challenge  is  to  evacuate  and  protect 
Aaterican  citizens  in  Grenada  or  to  restore  to  power  the 
rightful  government  of  an  ally  as  in  Operations  DESERT  SHIELD 
and  DESERT  STORM,  the  combined  efforts  and  capabilities  of  all 
United  States  forces  —  including  allies  —  will  be  employed. 

Scope .  Cossmand,  control,  coamaunications ,  computers  and 
intelligence  (C*I}  is  the  su|porting  system  through  which  the 
coamaander  exercises  both  coiamand  and  control  of  his  forces.^ 

It  is  the  auaans  through  which  Clausewitz's  "fog  of  war"^  is 
lifted  and  through  which  the  coamiander  employs  his  troops. 
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By  discussing  the  lessons  learned  from  Operation  URGENT 
FURY  in  Grenada  and  Operations  DESERT  SHIELD  and  DESERT  STORM 
in  Southwest  Asia  we  will  demonstrate  some  of  the  C*I  related 
problems  of  the  past,  along  with  some  of  the  actions  taken  to 
prevent  them  in  the  future.  Further,  we  will  explore  the 
complex  process  through  which  C^I  systems  are  developed  and 
fielded,  examine  the  seemingly  conflicting  roles  of  the 
various  players,  and  identify  some  of  the  "holes"  which  still 
exist  within  the  process  used  by  the  Department  of  Defense 
(DOD)  to  field  and  en^loy  C*I  systems.  We  will  address  areas 
of  concern  to  the  theater  commander  in  the  development  and 
fielding  of  C^I  systems  and  in  the  training  of  C^I  personnel. 
The  focus  of  this  paper  is  necessarily  limited  to  the 
supporting  role  C*Z  systesis  provides  to  the  theater  commander. 
It  does  not  attenpt  to  address  the  larger  and  more  generic 
subject  of  command  and  control  except  for  where  C*I  .systems 
provide  critical  sv^port. 
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CHAPTER  II 


URGENT  FORT  TO  DESERT  STORM 
The  Genesis  end  Xnpect  of  Goldttnter-Nxcbols 


On  October  25,  1983  elements  of  the  U.  S.  Army, 
Nevy,  Air  Force  and  Marine  Corps  assaulted  the  island  of 
Grenada  in  the  Caribbean.  The  operation,  code  named 
URGENT  FURY,  must  be  viewed  as  a  success.  The  principle 
missions  *■  the  rescue  of  the  American  medical  students, 
the  restoration  of  democracy  and  the  expulsion  of  Cuban 
forces  -  were  accomplished  rapidly  and  with  relatively 
little  loss  of  life  (18  U.  S.  servicemen  killed  and  116 
wounded)  .* 


Grenada:  Operation  URGENT  FORT.  On  the  small  island 
country  of  Grenada,  known  to  but  a  few  Americans,  the  United 
States  esqployed  overwhelming  force  against  a  decisively  lesser 
capable  and  lesser  trained  of^onent.  Operation  URGENT  FURY, 
although  classified  "a  success,”  has  been  the  subject  of 
numerous  studies,  after-action  reports  and  countless  hours  of 
congressional  hearings.  Common  to  all  of  these  reviews  were 
reports  of  major  problenis  in  interoperability  and  in  training 
between  the  Services.  Although  the  problesis  spanned  all 
functional  areas,  a  focus  on  the  major  and  most  often  quoted 
C^I  related  concerns  include: 

-  the  lack  of  understanding  by  senior  commanders  of  all 
Services  about  the  equipment,  tactics,  and  abilities  of  their 
sister  Services.  This  seriously  i8q>acted  on  the  Commander 
Joint  Task  Force's  (CJTF)  ability  to  integrate  and  enqploy  the 

5 


separate  Services  efficiently  and  effectively.^ 

-  poor  communications  existed  between  all  of  the  Services. 
Inconqpatible  equipment  and  uncoordinated  radio  frequencies 
seriously  i]iq>acted  the  Am^'s  ability  to  esq>loy  needed  air  and 
naval  gunfire  support,  the  Marines’  ability  to  provide  timely 
armor  support  to  nearby  Axtecf  units, ‘  and  even  the  ability  of 
the  CJTF  to  provide  Araq^  units  on  the  ground  with  precise  data 
on  the  location  of  all  American  medical  students  to  be 
rescued.^ 

-  insufficient  satellite  communication  circuits  were 
provided  to  the  task  force.  As  a  result,  multiple  units  were 
forced  to  ’’share"  the  one  secure  voice  circuit  which  was 
provided . 

~  inadequate  intelligence  data  was  provided  to  the  task 
force.  Specifically,  the  location  and  strength  of  enemy 
forces,  location  of  all  Americans  to  be  rescued,  and  adequate 
maps  of  Grenada  were  not  provided  at  the  start  of  the 
operation.  Further,  inadequate  communications  impacted  on  the 
distribution  of  intelligence  data  when  it  did  become 
available,  reportedly  requiring  maps  to  be  flown  to  Grenada 
vice  being  sent  electronically.” 

The  lessons  learned  from  (deration  URGENT  FURY  notably 
included  the  need  for  isproved  equipment  and  systems 
interoperability,  increased  \mification  of  efforts  and 
planning  between  the  Services,  expanded  intelligence 


6 


diatribution  systems,  and  more  realistic  joint  exercises 
(particularly  for  communications)  The  Services  up  to  this 
point  focused  their  doctrine  and  development  efforts  along 
service  lines  with  little  consideration  given  to  operating 
with  each  other.  This  single-service  attitude  notably 
ixq>acted  on  the  service  members  as  well  as  the  equipment 
fielded.  When  forced  to  operate  in  a  joint  environment  the 
capabilities  and  languages  of  each  of  the  Services  were  often 
as  foreign  as  their  equipment  was  incapable  of 
interoperability . 

Goldwater-Hichols .  After  over  two  years  of  testimony, 
debate  and  study,  the  Congress  passed  the  Goldwater-Hichols 
Department  of  Defense  Reorganization  Act  of  1986.  This  wide- 
sweeping  legislation  was  designed  to: 


. . .  strengthen  civilian  control  and  oversight  of  military 
operations;  iii^>rove  the  military  advice  provided  to  civilian 
authority;  establish  the  Chairman,  Joint  Chiefs  of  Staff 
(CJCS)  as  the'  principal  military  advisor  to  the  National 
Command  Authorities;  and  place  clear  responsibility  on 
combatant  commanders  while  ensuring  the  Commanders-in- 
Chief's  (CIHC)  authority  was  commensurate  with  their 
responsibilities . 


The  Goldwater-Hichols  legislation  strengthened  the 
iiqportance  of  jointness  in  terms  of  training,  assignment  and 
promotion  of  personnel,  and  interoperability.^^  The  focus  for 
the  Services  changed  from  that  of  functioning  in  a  single¬ 
service  environment  to  that  of  multi- service,  even  multi- 
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nation  environiaent .  The  impact  (addressed  more  fully  in 
Chapter  III)  greatly  ixoproved  the  functioning  of  the  DOD  as  a 
whole.  Importantly/  it  helped  blend  the  efforts  of  the 
Services  with  the  coodsatant  cosnoanders . 

Operations  DESERT  SHIELD /DESERT  STORM.  What  has  the  iaqpact 
of  the  Goldwater-Nichols  legislation  been?  The  immediate 
answer  may  be  best  seen  by  reviewing  the  lessons  learned  from 
Operations  DESERT  SHIELD  and  DESERT  STORM.  After  less  than 
five  years  since  the  Goldwater-Hichols  legislation  was  passed 
the  United  States  was  engaged  in  a  major  regional  conflict 
which  involved  the  esployment  of  both  joint  and  combined 
forces . 

The  magnitude  of  this  operation  fully  exercised  all  aspects 
of  C*I.  For  starters  the  size  and  complexity  of  the  system 
established  to  support  tne  coalition  forces  during  DESERT 
SHIELD  and  DESERT  STORM  was  reportedly  the  largest  and  most 
diverse  system  in  history. Three  generations  of  tactical 
equipment  from  multiple  services,  and  even  rultiple  nations, 
were  effectively  integrated.  Satellites,  personal  coiqputers, 
faxes.  Global  Positioning  System  (GPS)  terminals  and  secure 
phones  represent  just  a  small  sai^ple  of  the  technology 
exployed  to  support  the  command  and  control  process. 

According  to  General  H.  Norman  Schwarzkopf,  Commander- in  Chief 
(CINC)  Central  Command  during  DESERT  SHIELD  and  DESERT  STOBM 
”Our  stqperiority  in  precision  munitions,  stealth,  mobility. 
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and  command,  contxol,  communications  and  co&^utera  proved  to 
be  decisive  force  multipliers . 

In  spite  of  these  successes  there  continued  to  be  problems 
in  vital  areas.  First,  the  Services  employed  C*I  technology 
which  was  behind  that  readily  available  in  the  coiimercial 
world. Major  is^rovements  in  communications,  cooputer  work 
stations,  distributed  data  bases  and  intelligent  (expert) 
systems  made  much  of  what  the  Services  used  nearly  obsolete. 
Second,  intelligence  dissemination  and  communication  capacity 
problems  continued  to  haunt  the  coalition  forces.  As  an 
example  of  the  intelligence  dissemination  problem  one  only  has 
to  read  the  DOD's  after  action  report  on  the  Gulf  War.  In 
this  report  the  lack  of  cospatible  and  equivalent  intelligence 
capabilities  amongst  the  Services  resulted  in  theater-wide 
gaps  and  inconsistencies.  While  General  Schwarzkopf  was 
reportedly  provided  with  adequate  intelligence  at  the 
strategic  level,  the  majority  of  commanders  at  the  tactical 
level  (Division,  Wing  and  below)  were  not  satisfied. A 
closer  examination  of  the  intelligence  problem  reveals  that  it 
was  both  a  function  of  inadequate  communications  support  (the 
same  as  in  DAGENT  FURY)  and  the  fielding  of  a  variety  of 
systems  with  different  capabilities  by  the  Services. 

Another  vi  id  exaiqple  of  insufficient  communication  capacity 
amongst  the  forces  showed  up  during  the  daily  developimant  and 
transmission  of  the  Air  Tasking  Order  (ATO) .  The  Wavy  lacked 
sufficient  satellite  communications  capacity  aboard  her  ships 
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to  sui^ort  th«  electronic  transmission  of  the  ATO.  The 
solution  was  to  enqploy  aircraft  to  courier  diskettes 
containing  the  ATO  to  the  carriers  for  copying  and  ftirther 


dissemination . 

Both  the  ATO  and  intelligence  problems  previously  noted  are 
easily  solvable  using  existing  technology.  The  key  is  for  the 
entire  C*I  system  to  be  fully  integrated  and  designed  from  the 
top  down  to  support  both  the  theater  commander  and  his  forces. 
Without  this  integration  the  commander's  ability  to  fully 
utilise  all  tne  capabilities  of  the  forces  at  his  disposal  is 
severely  limited. 
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CHAPTER  III 


THE  PLAYERS  AMD  THEIR  ROLES 


In  a  nutshell,  the  issue  was  this:  the  services  had 
institutional  expertise  and  procurement  responsibility  (that 
is,  programs  and  money)  for  command  and  control  systems,  but 
only  a  secondary  interest  in  systems  that  crossed  service 
lines;  the  JCS  had  primary  interest  in  joint  command  and 
control,  but  neither  the  responsibility  nor  the  money  for 
procurement  of  such  systems;  the  unified  and  specified 
coamianda  had  all  the  responsibility  for  the  nation's 
combatant  forces  (and  arguably  much  of  the  expertise  as 
well) ,  but  no  money  either  to  procure  new  itsms  or  to  fine- 
tune  what  was  in  place;  finally,  OSD  had  none  of  the 
operational  expertise  and  only  incosplete  control  over 
procurement,  but  complete  responsibility  for  anything  that 
anyone  did  or  failed  to  do  anywhere  in  the  system. 


Joint  Focus  -  Opposing  Needs?  The  above  quote  from  C. 
Kenneth  Allard's  book  Command,  Control,  and  the  Common  Defense 
clearly  describes  the  situation  which  existed  before  the 
landmark  Goldwater-Michols  Department  of  Defense 
Reorganisation  Act  of  1986.  Since  then  much  has  changed  to 
improve  the  joint  focus  of  the  Services  and  the  DOD.  The 
question  today  is  not  whether  future  operations  will  be  joint, 
only  how  can  this  goal  be  best  achieved  —  especially  when  it 
comes  to  the  development  and  fielding  of  C*I  systems. 

There  are  numerous  players  which  iaq^act  the  process  of 
developing  and  fielding  C*I  systems.  These  players,  which 
notably  include  the  Services,  the  Joint  Staff,  the  Combatant 
Commanders ,  the  DOD  Agencies,  and  even  Congress,  come  to  the 
"table”  with  different  views  and  responsibilities  —  each  of 
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which  are  valid  and  needed.  Unfortunately,  aa  the  players 
exercise  their  responsibilities  the  process  becosies  store  and 
store  difficult  to  follow. 

The  statriz  below  is  provided  to  demonstrate  soste  of  the 
differences  which  exist  between  those  responsible  for  force 
planning  (the  Services  —  tasked  with  training  and  equipping 
forces)  and  those  responsible  for  operational  planning  (the 
operational  CINCs  --  tasked  with  employing  assigned  forces) . 
Clearly  the  focus  of  the  CINCs  is  on  the  here  and  now,  while 
the  focus  of  the  Services  is  on  the  future. 


Force  Planning  Compared  to  Operational  Planning 


Item  Force  Planning 


Operational  Planning 


Purpose  Structvuring  Forces 

Orientation  Global/Regional 
Izq>ut  Future 

Forces 

Threats 

Objectives 

Strategies 

Risks 

Output  Planned  and 

Prograsssed  Forces 
Biases  Oevelqpment 

Modernisation 
Force  Structure 


Fighting  Forces 
Theater /Local 
Existing 
Forces 
Threats 
Objectives 
Strategies 
Risks 

Contingency 
War  Plans 
Deploysient 
Employment 
Readiness 
Sustainability 


Source:  Henry  C.  Bartlett,  ”J^pr caches  to  Force  Planning," 
Force  Planning  Faculty,  Naval  War  College,  ed. ,  FDNDRMENTALS 
OF  FORCE  PLMIWIWG  VOL  1:  CONCEPTS  (Ne^ort:  Naval  War  College 
l^ress,  iP^O)  ,  p.  44^.  !fbe  above  matrix  is  adapted  from  one 
developed  by  Colonel  William  O.  Staudenmaier ,  USA,  in 
"Strategic  Cono^ts  for  the  1980s:  Part  I,"  Military  Review, 
March  1982,  p.  45. 
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Th«  chall«nga  is  not  as  siiqple  as  the  above  table  iaqplies. 
To  from  the  above  that  the  Services  are  only  concerned 

with  the  future  or  that  the  CIMCs  are  only  concerned  with  the 
present  would  be  a  gross  error.  The  concerns  of  the  CIKCs  and 
the  Services  encong>ass  both  the  present  and  the  future,  its 
just  their  principal  focus  that  is  different. 

The  CIMCs*  Views.  A  further  ezaauLnation  of  the  s^arate 
CXNC'a  re^onsibilities  reveals  even  more  differences.  For 
example,  the  focus  of  the  CINC  responsible  for  Europe  might 
very  well  be  concerned  with  ensuring  that  C*I  systems  fielded 
allow  him  to  interface  with  his  Horth  Atlantic  Treaty 
Organization  (MATO)  allies.  This  will  enable  him  to 
capitalize  on  Europe’s  well  developed  infrastructure  while 
also  improving  his  ability  to  operate  in  a  combined  operation. 
The  goal  might  be  somewhat  different  for  the  CINC  responsible 
for  Central  and  South  America.  Be  is  faced  with  an 
environment  which  is  largely  underdeveloped.  Hence,  he  sdght 
be  concerned  with  the  fielding  of  C^Z  systezis  capable  of 
supporting  all  of  his  requirements,  notably  including  long 
haul  communication  systems.  The  CINC  responsible  for  special 
operations  might  have  yet  another  set  of  requireanents ,  notably 
including  systems  which  support  small  unit  communications  and 
real  time  intelligence  disscuzination.’^^  The  issue  is  not  that 
one  CINC  is  right  and  the  other  wrong  in  his  approach  to  C*Z. 
The  issue  is  that  their  varying  aoissions  and  the  state  of 
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th«ir  arMS  of  responsibility  dictate  where  their  focus  srast 
be.  In  general  tenas  they  all  need  systems  which  are 
interoperable,  reliable  and  effective.  In  specific  terois  this 
equates  to  something  which  My  be  different  for  each  since  no 
one  system  as  of  yet  can  be  all  things  to  all  people. 

The  Services'  Perspectives.  Huch  like  the  CIMCs'  varying 
views  towards  what  C^I  should  look  like  the  Services  also  each 
see  C*1  through  a  different  set  of  lenses.  Granted  all  will 
agree  that  C*I  sys tests  need  to  support  both  joint  and  combined 
operations.  All  will  also  probably  agree  that  the  C*I  syat«Bs 
must  enable  them  to  pass  information  between  land,  sea,  and 
air  forces.  But  again,  much  like  the  individual  CINCs,  each 
of  the  Services  have  different  requirements  based  on  their 
unique  siissions. 

In  Command,  Control,  and  the  Cosmion  Defense,  Allard  presents 
an  excellent  discussion  by  General  Paul  Gorsian  of  the  varying 
C*I  needs  of  the  Sejrrices.  General  Gorman  tries  to  si^lify 
the  requirements  by  pointing  out  the  differences  between  the 
Services  in  tersui  of  military  operations.  Specifically,  he 
tries  to  quantify  the  command  and  control  problem  by 
identifying  the  number  of  ships,  planes,  tanks,  battalions,  or 
similar  groups  of  personnel  which  would  be  commanded  by  a 
three  star  general  or  admiral  from  the  several  Services . 
According  to  this  argusMnt  the  Navy  Vice  Admiral  would  be 
concerned  with  from  10  to  100  ships,  planes,  submarines;  the 
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Air  Forc«  Li«ut«nant  General  would  be  concerned  with  from  100 
to  1,000  planes;  and  the  Any  and  Marine  commanders  would  be 
concerned  with  controlling  separate  units  down  to  the  platoon 
and  squad  level  of  1,000  to  100,000  or  more.^^  The  point 
General  Gorman  makes  is  that  the  Mavy,  in  contrast  to  the 
Arny,  has  a  much  ssialler  nundber  of  subordinate  units  to 
directly  control. 

Allard  rightfully  recognises  that  a  conparison  of  sheer 
numbers  does  not  properly  define  the  s^arate  challenges  of 
the  Services.  The  Havy  for  example  has  to  field  systems  which 
are  fully  integrated.  In  this  ezasple  a  carrier  is  a  weapons 
platform  which  must  be  able  to  use  C*I  to  communicate  with 
higher  headquarters  and  the  members  of  its  task  force  (its 
aircraft,  supporting  and  covering  ships,  land  forces  ashore) . 
Further,  the  carrier  must  be  able  to  detect  and  engage 
incoming  ens^  forces  (ships,  submarines,  planes,  missiles)  at 
great  distances.  Isportantly,  the  integration  of  this  system 
must  ensure  that  each  subsystem  or  i^grade  does  not  interfere 
with  the  other  components  of  the  system  as  a  whole. 
Consequently,  C*I  modernisation  efforts  within  the  Navy  are 
often  times  more  complex  and  expensive  then  those  of  its 
sister  Services. 

There  are  also  differences  in  the  environments  in  which  the 
Services  must  operate.  The  Navy,  much  like  the  Air  Force, 
has  to  be  able  to  control  forces  over  a  vast  distance.  The 
Army  and  the  Marine  Corps,  on  the  other  hand,  usually  will 
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operate  in  a  more  contracted  environment.  The  distance  is 
less  but  they  are  often  required  to  operate  in  dense  jungles 
or  in  mountainous  terrains. With  each  environatent  comes  its 
own  set  of  challenges.  tThe  expertise  of  the  Sezrvices  make 
them  best  equipped  to  recognise  these  challenges  and  to 
develop  the  needed  solutions. 

A  Balanced  Solution.  The  goal  is  to  find  the  right  balance 
between  the  Services'  and  the  CIMCs'  C*I  needs.  This  is  no 
small  task  given  the  varying  perspectives  and  focuses  of  the 
players  involved.  Add  to  this  mixture  the  issue  of  decreasing 
budgets,  changing  force  structures,  and  politics,  and  you  end 
iq>  with  a  fonaidable  task.  There  are  siiqply  not  enough 
resources  (especially  dollars)  to  satisfy  everyone's  pcurceived 
needs.  The  solution  is  not  only  cooperation  amongst  the 
players,  but  a  system  of  checks  and  balances  which  ensure  that 
all  pieces  of  the  puzxle  come  together  as  designed. 

The  CIHCs  have  considerable  influence  on  the  C*I  systems 
being  developed.  The  CINCs'  mechanissis  now  include:  being 
able  to  comment  directly  on  service  Program  Objective 
Hemorandums  (POK)  ;  submitting  their  own  integrated  priority 
lists  (ZPL's);  submitting  exercise  ri^orts  identifying  C^Z 
deficiencies;  suboiitting  an  annual  Command  and  Control  (C^) 
Master  Plan;  and,  defining  their  own  requirements . Further, 
the  Vice  Chairman  of  the  Joint  Chiefs  of  Staff  (VJCS)  is  now 
tasked  to  sit  as  the  Vice  Chairman  of  the  Defense  Acquisition 
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Board  (DAB)  and  as  the  Chairman  of  the  Joint  Requirements 
Oversight  Council  (JROC) .  Zn  these  key  positions  the  VJCS's 
role  is  to  represent  the  needs  of  the  CINCs  along  with  the 
appropriate  level  Service  influence.^^  Many  of  these  changes 
are  the  result  of  the  enactment  of  the  Goldwater-Michols 
legislation,  recognizing  the  need  to  iaq>rove  the  DOD’s  focus 
on  jointness  and  on  the  CINCs'  requironents  as  a  warfighter. 

Without  properly  balancing  the  CINCs*  needs  with  those  of 
the  Services  the  potential  now  exists  for  the  needs  of  the 
CINCs  to  override  the  needs  of  the  Services.  The  Services, 
for  ezang>le,  might  be  forced  to  spend  an  inordinate  amount  of 
dollars  on  long  haul  C^I  syst^as  to  provide  information  and 
intelligence  from  national  and  coalition  forces  to  the  CZNC. 
While  this  is  no  doubt  important,  is  it  more  important  than 
providing  the  needed  C*I  systems  to  ensure  that  this 
information  is  provided  down  to  the  tactical  commander  and 
below?  Still  further,  what  if  a  joint  system  is  developed 
which  would  support  the  tactical  commanders  needs  but  is  not 
funded  and  supported  by  all  of  the  Services?  What  if  the  ArsQf 
funds  this  system  and  the  Narine  Corps  does  not?  The  Marine 
Corps  Blight  rightfully  determine  that  their  priority  is  to 
invest  in  a  C^I  system  that  supports  their  ”...  From  the  Sea” 
conc^t.  What  if  the  Marine  Corps  decides  to  invest  in 
Bieohanized  vehicles  vice  C*I?  For  the  CINC  the  obvious 
implication  is  that  each  of  his  forces  may  have  a  different 
set  of  capabilities.  This  is  iaportant  as  he  develops  his 


theater  intelligence  dissemination  plan  and  his  Master 
Plan. 

It  is  also  iaportant  to  recognise  that  different  is  not 
necessarily  bad.  If  we  liken  the  commander's  overall 
requirement  to  the  construction  of  a  table  we  see  that  the 
legs  of  the  table  (one  for  each  of  the  Services)  do  not  have 
to  be  the  same  style  for  the  table  to  both  functional  and 
stable.  Much  is  same  for  our  future  C*I  systems.  Individual 
systems  may  be  different  provided  they  are  interoperable  and 
suiq>ort  both  Service  and  CINC  requirements. 


CHAPTER  IV 


PEOPLE  -  THE  MISSING  LINK? 

Merging  of  Conputer  and  Common. i cation  Specialties 

Tha  People.  Chapter  Ill's  discussion  of  the  roles  and 
responsibilities  of  those  involved  in  the  development  and 
fielding  of  C*I  systems  vividly  describes  a  process  that  is 
riddled  with  pitfalls.  The  Services  identify  and  buy  systons, 
the  CINCs  identify  needs  and  comment  on  proposed  buys,  and  the 
Joint  Staff  tries  to  referee  between  the  positions  taken  by 
the  Services  and  the  CINCs.  Clearly  the  key  to  making  this 
process  work  is  people  —  knowledgeable  and  well  trained 
professionals  who  can  help  make  sure  that  the  systems 
developed  are  visionary  and  capable  of  supporting  both  Service 
and  CINC  requirements .  Unfortunately  each  of  the  Services 
approach  the  training  and  assignment  of  their  C*I  personnel 
with  their  own  views  and  beliefs.  The  result  is  C*I  personnel 
between  the  Services  with  wide  varying  degrees  of  experience 
and  expertise . 

Focusing  on  the  C*  portion  of  the  C*I  community,  recent 
changes  in  technology  have  forced  the  Services  to  rethink  the 
training  and  assignment  of  their  communications  and  computer 
personnel.  The  Air  Force,  for  exaa^le,  recognized  several 
years  ago  the  need  to  combine  the  training  and  assignment  of 
its  communications  and  computer  personnel.^”  The  Air  Force 
correctly  recognized  that  what  used  to  be  clearly  separate 
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fields  of  study  has  become  blurred  with  advances  in  technology 
and  increased  reliance  on  software  and  computer  centers  to 
perform  both  processing  and  communication  functions.  The 
other  Services  have  also  recognized  the  need  to  marry  the 
expertise  and  training  of  these  two  specialties,  but  have 
chosen  different  paths  through  which  to  accomplish  this.  The 
Marine  Corps  and  the  Navy  have  implemented  the  S-6/6-6/N-6 
organization  at  all  battalion/squadron  and  higher  level 
staffs.  This  staff  section  is  responsible  for  the  oversight 
and  direction  of  the  communications  and  computer  fields.  For 
the  Marine  Corps  these  billets  are  filled  by  individuals  with 
either  a  communication  or  computer  specialty.  The  Navy, 
however,  often  uses  personnel  from  other  specialties  to  head 
its  communication  departments.  For  example,  it  would  not  be 
unusual  for  a  P-3  pilot  to  be  placed  in  charge  of  a 
communications  department  aboard  a  carrier. The  Army  also 
recognizes  the  need  to  train  its  personnel  in  both  computers 
and  communication  and  atteopts  to  accomplish  this  in  its 
Signal  Branch.^” 

Mhat  is  clear  is  that  each  of  the  Services  recognize  that 
the  communications  and  computer  fields  are  evolving  into  one. 
What  is  also  clear  is  that  each  of  the  Services  have  taken  a 
different  path  towards  acconplishing  this  merger.  None  of  the 
Services  appear  to  have  developed  a  conprehensive  training 
program  which  ensures  that  its  personnel,  particularly  those 
at  the  officer  level,  are  competent  in  both  communications  and 
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computers.  Even  the  Air  Force,  which  has  officially  combined 
these  two  fields,  has  not  yet  revanped  their  school 
curriculums  to  fully  address  both  areas  of  study. Without 
formal  education  maintaining  coBg>etency  and  currency  in  these 
rapid  changing  fields  will  be  haphazard  at  best. 

The  Iiig>act.  The  Services  need  personnel  experienced  and 
trained  in  both  communications  and  conputers  (and  potentially 
intelligence?) ,  especially  given  the  convoluted  and  disjointed 
method  esployed  by  the  DOD  to  develop  and  field  C^I  systems. 

The  Services  need  personnel  with  the  vision  and  the  expertise 
to  capitalize  on  the  latest  technology  in  satisfying  the 
commander's  battlefield  information  requirements  with  systems 
which  are  cost-effective  and  capable  of  supporting  both 
Service  and  CINC  requirements.  Importantly,  if  these  systems 
are  to  be  seen  as  force-multipliers  they  must  be  capable  of 
doing  more  than  just  lifting  the  "fog  of  war” .  They  must 
enable  the  commander  to  see  the  battlefield  clearly  and  to 
effectively  control  his  forces  and  weapon  systems.  To 
accomplish  this  C*I  personnel  need  to  be  both  technically  and 
tactically  proficient. 

The  Joint  Staff  is  also  critically  dependent  on  well  trained 
C*I  personnel  to  put  together  visionary  programs  such  as  C41 
for  the  Warrior^”  to  guide  the  Services  into  the  next 
generation  of  capabilities,  analyze  CINC  C‘  Master  Plans  and 
IPLs,  and  resolve  disagreesients  between  the  Services  and  the 
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CINCs  on  POMs  —  and  maybe  to  even  recognize  the  need  to 
develop  an  umbrella  concept  for  joint  C^I  training  to  guide 
the  Services  into  the  future. 

For  the  CINCs  the  need  for  well  trained  C*I  professionals  is 
arguably  the  greatest.  As  the  combatant  commander  the  CINCs 
need  to  be  able  to  effectively  analyze  Service  POMs  and 
identify  gaps  in  planned  C*I  systems.  Most  importantly,  the 
CINCs  C^I  staff  needs  to  be  capable  of  placing  the  "square 
pegs"  developed  by  the  Services  into  the  "round  holes"  needed 
by  the  CINC  so  that  an  effective  C‘  Master  Plan  is  the  result. 
With  limited  funding  to  support  the  replacement  snd 
xnodernization  of  existing  C*I  technology  future  conflicts  will 
no  doubt  involve  multiple  generations  of  equipment  fielded  to 
different  levels  by  the  various  Services  —  similar  to  what 
was  seen  in  Operation  Desert  Storm.  It  will  be  the  people  who 
will  serve  as  the  key  link  in  the  chain  needed  to  pull  the 
system  together. 
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CHAPTER  V 


WHAT  DOES  XT  ALL  MEAN? 


Conclusions .  As  the  military  services  downsize  they  will 
continue  to  rely  on  technology  to  serve  as  a  force  multiplier. 

Ho  where  is  this  more  in^ortant  than  in  the  C^I  arena  where 
the  systems  fielded  have  the  potential  to  change  the  face  of 
the  battlefield.  Unfortunately  the  process  used  by  the  DOD  to 
define  requirements  is  slow,  coo^lez,  and  riddled  with 
pitfalls.  Instead  of  eoploying  a  top-down,  structured 
approach  to  fielding  needed  C*I  systems  the  DOD  allows  the 
individual  Services  the  freedom  to  deterx&ine  what  systems  they 
need  to  procure.  The  CINCs  and  the  Joint  Staff  attcuqpt  to 
influence  this  process  but  are  not  always  successful.  The  end 
result  is  potentially  a  significant  difference  in  C*I 
capabilities  between  the  Services,  and  consequently,  a 
conglomeration  of  systems  for  the  combatant  commander  to 
attempt  to  blend  into  an  effective  C^  Master  Plan. 

The  key  to  making  the  existing  process  work  is  people  who 
are  well  trained  and  experienced.  Unfortunately  the  process 
used  by  the  Services  to  train  and  grow  their  C*I  specialists 
is  as  disjointed  as  the  process  used  to  purchase  their 
systems.  While  this  provides  the  Services  with  the  ability  to 
best  meet  their  Service  needs  it  arguably  falls  short  of 
providing  the  combatant  commander  with  trained  C*I  professionals. 
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Recoannendationa .  The  solution  to  the  disjointed  method  of 
fielding  C*I  systems  is  really  quite  sixq>le.  As  one  officer 
recommended  one  agency  should  be  given  the  responsibility, 
authority  and  funding  to  prociure  all  of  C*I  systems  for  the 
DOD.  This  would  allow  for  a  structured  approach  which 
hopefully  would  meet  both  the  combatant  commanders'  and  the 
Services'  needs. Unfortunately,  wrestling  away  this  power 
from  the  Services  is  probably  not  yet  achievable. 

If  the  existing  process  of  fielding  C*I  systems  is  to 
continue,  which  appears  likely,  its  success  is  dependent  on 
the  people  involved.  A  study  should  be  conducted  by  the  DOD 
to  determine  how  best  to  train  the  Services'  C^I  personnel  so 
that  they  are  fully  capable  of  supporting  Service  and  Joint 
requirements . 
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